Cloud computing of forensic
1. INTRODUCTION 
1.1 PROJECT DESCRIPTION

 Internet securityproblems arestill abig challengeas there are many security eventsoccurred, such as Internet worms, Spamand phishingattacks etc.Botnet, awell-organized distributed network attack,consists of a large volume of bots, which generateshuge volumes of spam or launching Distributed Denial-of-Service (DDoS) attacks to victim hosts.This new emerging botnet attack makesInternet security status even worse. To address these problems, a practical Collaborative NetworkSecurity Management System is proposed with well deployed collaborative UTM(Unified Threat Management) and traffic probers. Such distributedsecurity overlay network with a centralizedSecurity Center leverageaPeer-to-Peer communication protocolused in UTM’s collaborative module and virtually interconnect them to exchange network events and security rules.Also security functions for UTMareretrofittedto share security rules. In this paper, we propose a design and implementationof cloud based Security Center for network security forensic analysis. We proposeto use cloud storage to keep collectedtraffic data and processing it with cloud computing platform to find the maliciousattacks. A workable case, phishing attack forensic analysis is presented and the required computing and storage resourcesare evaluatedbased on real trace data. Cloud based Security Center can instructeach collaborative UTM and prober to collect events and rawtraffic,sent them backfor deep analysis and to generate new security rules. These new security rules are enforced by collaborative UTM and the feedback events of such securityrules arealso returned to SecurityCenter. By this type of close-loopcontrol, the Collaborative NetworkSecurity Management Systemcan identifyand address new distributed attacksmore quickly and effectively. 
2.1 EXISTING AND PROPOSED SYSTEM 



HARDWARE AND SOFTWARE REQUIREMENTS 
· HARDWARE USED:
Processer: - CORE2DUO 2.0GHz
RAM: - 1GB DDR2
Hard disk: - 320GB
Monitor: - LCD HP
· SOFTWARE USED:
               
Operating System 	:	Windows XP 
Technology 		:	Java Server Page (JSP)
Database			:	MySQL 5.0
Scripting Language   	:	JavaScript
Coding Language      	:	Java 
Front End Tool		:	Dream Weaver 8.0
Web Server 		:	Tomcat 6.0


SOFTWARE REQUIREMENTS SPECIFICATION
Modules

1 Traffic Prober 
A traffic probe is the building block for recording the raw Internet traffic in connection level. Hyperion [29], Time Machine [30-31] and NProbe [32] are all well-known representative project in this function area. Traffic probe can be designed to focus on specifiedtraffic incurred by certain security eventwhen needed.
We enhance TimeMachineand deployed with TIFA[25-26] act as proberin separateddevice or Collaborative UTM and. The key strategy for efficiently recording the contents of a high volume network traffic stream comes from exploiting theheavy-tailed nature of network traffic: Most network connections are quite short, with a small number of large connections (the heavy tail) accounting for the bulk of total volume [31]. Thus, by recording only the first N bytes of each connection (the cutoff is 15 Kilobyte), we can record most connections in their entirety, while still greatly reducing the volume of data we must retain. For large connections, only the beginning of a connection is recorded as the beginning of such connection is the most interesting part (containing protocol handshakes, authentication dialogs, data items names, etc.).
2 Collaborative UTM 
Acted as collaborative UTM,NetSecu isintroducedin [27].ANetSecunodeconsistsof the following features:
1) Incrementally deployable security elements;
2) Dynamically enable/disable/upgrade security functions;
3) Policy-instructed collaboration over the Internet.
NetSecunode contains Traffic Prober, Traffic Controller, Collaborator Element, and Reporting Elementto fulfillthe above design goals.
3 Security Center 
Collaborative Network SecurityManagement System (CNSMS)is proposed in [28]and operated in Security Center. As NetSecu nodes could manage security problems in a subdomainand provide P2P communication interfaces, CNSMS orchestrates the communication between theseNetSecu nodes. More specifically, CNSMS will achieve thefollowing objectives:

1. Security policy collaborative dissemination and enforcement;
2. Security event collaborative notification;
3. Security ruleset dissemination,enforcementand update;
4. Trust infrastructure;
5. Scalability.
